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1
Decision/action requested

Based on the observation made in this document, opinion asked on the issue found
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Rationale

In TS 33.535 3GPP has defined the AKMA mechanism, which allows to establish a UE and an Application Function (AF) a shared secret key (called KAF) which can be used for session establishment.

Currently, A-KID is an identifier in the format username@realm. The username includes RID (routing indicator) and A-TID (AKMA temporary ID), realm includes the HN identifier. The essential part that identifies within the HN the UE and its AKMA key is A-TID.

The way the 5G system authorises AKMA AF Key Requests might lead to potential privacy violations, although the UE does not provide its identity in plaintext to the AF. In this discussion paper, we are explaining the privacy issue related to the same.

4
Detailed proposal

4.1
Privacy issue in the existing AKMA procedure

In TS 33.535 3GPP has defined the AKMA mechanism, which allows to establish a UE and an Application Function ( AF) a shared secret key (called KAF) which can be used for session establishment. 

Currently, A-KID is an identifier in the format username@realm. The username includes RID (routing indicator) and A-TID (AKMA temporary ID), realm includes the HN identifier. The essential part that identifies within the HN the UE and its AKMA key is A-TID. 
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The way the 5G system authorises AKMA AF Key Requests might lead to potential privacy violations, although the UE does not provide its identity in plaintext to the AF.
This can be illustrated using the following attack scenario:

:
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Two entities, called Bob and Eve, are (owning) running AFs and have registered for usage of AKMA services at a mobile operator. Note, that both entities use different AF_IDs.

UE Alice (user) wants to establish a secure connection with Bob's AF and sends a Session Establishment Request to Bob's AF. The request contains the A-KID.

Eve is acting as an eavesdropper and can obtain A-KID from the intercepted message(Session establishment Request). Since A-KID does not contain a UE identifier, the knowledge of A-KID is of no direct use to Eve. However, Eve can use its AF to send an AKMA AF Key Request to the 5G system using the intercepted A-KID and its own AF_ID as input.

Since the 5G system has no means to find out that the A-KID was not intended for Eve, the 5G system will handle the request and return KAF together with Alice's GPSI.

Please note, that KAF is of no use for Eve, because Alice and the 5G system were using different AF_IDs for the calculation of KAF (i.e., Alice was using Bob's AF_ID, while the 5G system was using Eve's AF_ID). However, Eve is now in possession of Alice's GPSI (typically, Alice's telephone number) and knows that Alice started to establish a session with Bob.

Observation : The root cause of the identified privacy issue is the circumstance, that the A-KID used in the AKMA session establishment is independent from the AF identifier (e.g., AF_ID). 
3
Conclusions and proposals
We are proposing to study and fix this issue. Therefore, SA3 should agree on the either of 2 approaches to study the solutions: .
Option A: fix this issue in AKMA rel 17 as maintenance CRs.

Option B: keeps it under Rel 18 scope and fix it under release 18 (maybe under AKMA study) 
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